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= C [3filey//C:/Users/Test/Desktop/_H_e_|_p_RECOVER_INSTRUCTIONS.HTM

NOT YOUR LANGUAGE? USE Google Translate
What happened to your files?
All of your files were protected by a strong encryption with RSA
More information about the encryption RSA can be found here: https //en wiki wiki/

What does this mean?

This means that the structure and data within your files have been imevocably changed. you will not be able work with them. read them or

see them, it is the same thing as losing them forever, but with our help, you can restore them.

How did this happen?

Especially for you, on our SERVER was generated the secret keypair RSA - public and private.

All your files were encrypted with the public key, which has been transferred to your computer via the Intemet.

Decrypting of YOUR FILES is only possible with the help of the private key and decrypt program which is on our Secret Serverl!!

What do | do?
Alas, if you do not take the necessary measures for the specified time then the conditions for obtaining the private key will be changed

If you really need your data, then we suggest you do not waste valuable time searching for other solutions becausen they do not exist

For more specific instructions, please visit your personal home page, there are a few different addresses pointing to your page below:

1.http:/ljiddh r .ziraimshi.com/
2.http:/luuddbnmsedfds3jdnfbh34fsdf.parsesun.at

If for some reasons the addresses are not available, follow these steps:

1. Download and install tor-browser. hitp //www torproject org/projects/torbrowser html en

2 After a successful installation, run the browser and wait for initialization
3. Type in the tor-browser address bar. fwgrhsao3aom|7ej.onion
4. Follow the instructions on the site
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Payment will be raised on

5/16/2017 00:47:55

Time Left

Your files will be lost on

572072017 00:47:55

Time Left

Contact Us

Qoops, your files have been encrypted!

What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Can I Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever.

We will have free events for users who are so poor that they couldn’t pay in 6 months.

How Do [ Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

Pl Y. I Ny Y PR py ey, S pa

Send $300 worth of bitcoin to this address:

12t9YDPgwueZ9NyMgw519p7AABisjr6 SMw

32



3 TR B

)RR ERERS RE—HEF

33






R 1R

122 1% (Social Engineering) A A M E5R6AGETTEERR - 2 —EFZ B EMTHER
BEMZEWERT B MR REKNERHEN/N\GET - EXEEIBAMM - 3
AARBEZAEE)  REWEBZEHE  FITHIFZHNEFEN ~ BIRITHE - 25915
BRI - UER - BRELS - REOFZAFS I - LUERRSE - BT - 579
no s oy s E R -

HERGERERS RE—TEF



i3 TI2 Eh9- B AN RS R34

— BRI E B FEEY
T F R EFRRIGRT AR EEERERE

BEARIRERRE:
« Facebook:100 E&
« Gmail :100 EFE

ERFER 2R

Wi RS ER 885% . 3315027t
RS EVR G 5-2057T
#9 P8 EY R A1 50 = F



HRITIEFE

o BEHMARIIE ( EFEFHF )
o MEFHR LR (BFEH - (L2340 )

S — 1
W B 1R/

NRELEER
M HEMEES
EPN=E

K E

5Y, 75 >K 15 B

B = =l

AETEBELEDR - LIENERE

BERERIERS RE— R 37



HRIEFE: A

(R
(R
(R
i+
4

(A%

2F
DKk
=

AN

I}
i

- fAFEs@5C(Shoulder Surfing)
- HIIREIF (Dumpster Diving)
- EPME(Piggybacking)

TR ERERE RE—IHEF

38



R TEFZEL . BREMA:L(L/3)

o 1n41 FHRT o LLER LAE « B0TER R 1 1040 ey F L0 518 - -~ 1|Hl FHRT A PR Y - EERPE R 1 104 A iy Ll - S

o ey v |G Mt O com i ot @ iprbeww 04, comuber
1 E . 1 E 5
WO @ OO F T ¢ St i | L, | WOw (@ LA AR T TN ¢ AR ) 10, |
m:ﬁr,kmah AT | ¥4 | AEf [Adide > 04X LDIET [AAERT | 2ER AR At
nLs= 104 BRE 10afE = e 104 gilis 104
A h R T . A Hh BT
10 L0 M. TW e 104 :l:nm.’rw
L=RE R T - o4& W B B

BEBEIRERS RE— A 39



R TIEFZEL . BREMAIL(2/3)

R AEBERBEEE BT EE

f_}\l:l:ﬂjrs Windows Internet Explozer !/'f’-kl—]mb)‘!; - Windows Internet Explorer

OO - (& v con vl O & - e twmvwimidemizonw

@ @

W [gele | Gregle HIE & 43T A TR W gt 22~ |m come HIB & %172 O
N

® | ifﬁéé;,' | mmame | smEm iepTEA

L 8 L
e L S VRPN I D 4 .

=

INBRNFH | e R A |

BEREIHRTS RE—HA



(IEFEL : (REHAEIL(3/3)

Yehoo! @ MW AW, 4 B SN, F A0 S0 o AT YA REERNEN ' - Opn
$XE WHE R SEE) WdpetD) SAMITES) TAM #EF N3E)

CeNE Mo
| hip e Sl yehoo com 7 - -

e
&t

1) 2}

. W'

B/ O >5H FSE Mot EEERYahoos 8
F 2 Yahoo! W ¥ g9zE M INAE
BFY: —ZEE BESS =3 o TRSWORF @ RWETER
(FeeEm) REg-=BN-RER! A s FNEMRCHESANRSNE ERCONIRES
REEN s TREENEXENXEEANER
Fail 1o load coment!! Mot Found s AFEN I BVENS - BN - - MRES
] Yahoo!S i B W B T i UM EH
\Wahoo! EFeN, W -RYLUENEEESS  2=AE
)-757 EESEE —mRE2R!

=W moe

v B
A =W
e =
Yahoo! s 188 N
1 T
=iE
CERME M)

Ei98Yahoo!STgie?
FEdsnT =8

s Fa“.%?i:_ http /Itw.bid.yahoo.com/
T FES sl http://tw.bids-yahoo.com/

BEREIHRTS RE—HA

41

41



e
&t

HERGRERS (RE IR

CRBFIER2  FEE

o ol
=

i

o HIRFES-FREEIMELTRE

o FAEFES- LINERABRE

oy TR |
REG TN FER (SM01SY) L 1543 4
SEFARTANTARN | csairw ik Q re

wWwiw Csair- Tw

RAERNK TR W2 m BWH B WET WINE 400-814-5432

AESE xx
www. czyub oz com

BARTREE 2780 S RHET RAV/RET-24H RS 400-602-9336

e

www airchina com cn
B ARTE255 FNTARE K004 WEEAER
600029 - WART (LW=BH) - T iGoogle
HEME BRNE RETS FRNE OR RAME E92E suT
790 7,80 .0.03(-038%) 9818 L1130 kA

R

#2780 SR 5533979
8% 789 PSR %
R 150 oo BE 778 RESHW 165772

i

LINE

AR e ARKETTRL. (0oER LoEB LoolSRRIC 92013 Wé

LINE 1B 4

U0 8 — 20405 % A0 O KRS AR5t ¢ SRV B e PR

9 line me/zh-hant n’— -
Atk fol

GTRMEAS -~ e T NN AE L TUNE S
LINE =R RSty Qs N se « IORanyea i BIERY
D BRVAR DCTUCF IRH > K IR e o TR AR

lIne me/zh-hant i - WELLA R

LINE | Facebook
LINE 104,144 likes - 915 talking about this. SMApPINSE D » 2 » XIIA ! 19

41 (LINE Apptfy R IR EMtps //www facebook comtaiwan line + 4N
www facebook convpages/LINE/312206005465041 M i - WALk



HRTIEFEI  HELHNES

o REFRAERGEIKE  Z2UlURE EMNIBEZHILEER -

» FlanfEACielo ( EMER AR RERER ) RIBEKREAVISAEHFRE
WRREH BSEF  CEAERMBEEFANRRS

HERGRERS (RE IR 43



TR TIEFIE4 : PR

8 |

+886911510695

HKERXOEER OEFETE

BNBEX@WEBHZE 38

BiREN SIS DE

7, EITHHARIEEEE 515 |

fl(1/3)

EARBERNEL | &
KEBEXK , FHME http:

¢ 12:01,3 B 168

Rl ¥ .458%8 1520

8 +886090909009 -
2014/07/01488—

T (B ERTEEN
e EREREERT RS ;
T ERAMETEREE

FIF - BEMERK—17 !

http//:Lynn.175gh.tw/
dens/ckel158

BEREIHRTS RE—HA

SRR IR 35 W0 RO & WA
B FE:5(http://goo.
al/TMN940)

RIEAE AL {F1034F3
BE&HIHF14807T » FIEAR
ABR1E  FEREFEEE
TTEUH http:/goo.gl/
kZcdvt

WA T RIET » 188
FH IETE 1 5%68007THY
B IAT  MNFEAR AR
YERS AL E F /BB A2
BW7H http://goo.gl/

i BB REORLE
e [A )
http//goo.gUjuru7!

44



R TEFES : SRR (2/3)

*BREFREA B

1. "fb REAME LLERERTAE LIE F & UJeEENEE—BNKRE" .

2. "TOOOHfAAAZIRIS?

3. "OOOXELIEAREIEABARE... .

4. "EBPNERRY - BAVFIEIEEHF6800 TR SZ T - MIERANRIEFMEE F/REERIVH. .. 4
5.70809...... - AFHEITHAF—F - Fiay, ECRHE—TF .

6. "TOO0OO0X L, BMWEETAEHERESE EHNEFIRE...

7. TIEAPRERBENE - IWHEFREE .

8. "TOOOEERLREBEMRA - RFHEX.

9. "TOOOKE IRIIBRBmEAREMM...

10. "OOOEEIRABMIZKAIRR - HBHEIE T ...
11. "TOOOHKEETHMNR R - (RERMREHEE - .
12. TOOOER LREEREMRA - KREAERK.,
13. "TOOOMEEXRMA\SMARELEH - EICE—TF .

TR ERERE RE—IHEF

45



=354

TR T 1=

» BREHRER
» BREEZEF
» REER

» REERED

» {REFacebook

» (REEiEE

» BRE&8E

RF AR fE AT (3/3)

R o fel1 AT\ | FH Y SR 2238

» REZHIRENE
» ...etc.

BEREIHRTS RE—HA

EalaFRIH CESIE -

2018 ARHEE
NE BRI

mL L3R 602 EF5R RE AT

HLEREY 7 889,514E RAVSLERE -
TS X RBE2EET SRR -



HARTIEI
TR IREF

%2 171 (K]

N/Z7

5B

117



=11

EFH TR

d

BrHFARIEESEIRERSERANKNETE - BHlHEFRSMERERX - 6 .
TEAEMNRBEAR /RS /Z

SEMRZINE

ZEFEAERNEFR

BEEK

B HEER IBRNEF A &EB—EREB I 240RME S -

ESEERBANEE FHHERAZEBRE BB EETAM

HERGERERS RE—TEF



&
N
F

HERGERERS RE—TEF

HRTIECD)

 ERFEFEMHFTEFE
o REMIZTIZTFEIE
( ZiEFEEFIHE )

\’/ o\ ¥

©) / AP TAER T E T \,,ﬁ TSRS
\ | EEESIE - AEHME
p \

/

1.SMTP

-_——— —

A AE SR AC SR Muh /

N

BZE 7Bk =3

3.HTTTP
2.POP3

B HMELRIERE

®) BIOARRETFEHAREFRET
EFHBHANEREEEANESR

2RI BIRL RIEFSFHEBEX NG EHRR

@
€)
Syl © fEREBRES
®
@ ®

©

Bk FEIEEE

AN N7 = =AY N - = \
s REH S EEE(EEE)EN (\%@@\\)

49



1==11
1

=7 TRMGENER \é‘)

BFHHFARTIEERNENENERFRIEZREREEAZSH(  1RWE - ZH) - Si5[FWEEES
MEAIUVRRITUIE R ~ 84 - KEFMARKNEEEEZ(malware) @ A A REPTEGIRIIE FEAY IS
&g (botnet) -

AREHNKNE W FMEER - 3BEELS  ERERIHENENEHRFERBEEREEORMES M
S - AE&EHBAHERSIFEES - BlfEEERIETBZ HIE5(zero-day virus) WEE - &
- E ke nEE R CH RS - MERSHNEFEHEERE FHE - #EE "BEF FEERID
Bty - MIRLEBMEFEE  RERIESUETFEAL  AIEEREREEHNKERI - BRIELT
EERITER - e HTEFEEESEMANERE -

BEER, DREE
- B EERTFERAS XM
- EERREMY A ER
- EERARE M NS M

TR ERERE RE—IHEF



IRNET BHEH

BEREFNESEZEZEKR - LIGIFWEARREGEHREDE
« AEERRERE
« REARZE T DERBR RIS
« wakAIA (ESEER ) REEBEXSFINETEAEBZEAT
« BXBARLEER AL
EE TR ERERER
- BREFHAE
o NIIREDLF
- SEBEREANMNH
- NRZEREWE

TR ERERE RE—IHEF



BEIREFNRY=

— =
m —

ERWEEREEBNESE - BUs - TF - FeSHEEENES
B BUHRIRYBREREGES

B EHTELR

RS

1 |48EsFTAD X85 | HAAAOIABEIDE R T E R <viewer@capital.com.tw>

2 |ERRRA EFNEEAN TEERKRE A RE <Timer@capital.com.tw>

3 |hEHE ftE ? iPhone 7 N R IOBERRYE 2 E <apple@yah00.com.tw>

4 |RNBEEB BiriF 2 - I EREEENT Sandy<sandy68418@hotmail.com>

5 |BS EEMES MAomtl AR #h& %= <Blogger@bloggerads.net>

6 |FTEE iPhone6S 07t F R = TAIWAN PHONE<iphone@gmail.com>
7 |[FhEEE FIEZE S TR, BL KR HRE <appnewa@apple.com >

8 |ikiziRE SHERERRAEHE ! YOKOSO<japan@yokosojp.com>

9 |MciEINE] i BB R EFIRA] REEHA <fun@evaair.com>

10 [nBEE Fw: Sl SRR _ R RE Tina<Tinal0608@hotmail.com>

IET SR RE— A

52



ZREXK - BRZEMMEEE
EEERUAETEY AT F&1%ﬁ5

- HEIHISEEALEMEEELNRIISHENTSESEREENEEET  B2E—4|
Facebook NotificationEREN 28] - ASUWT

rz

]]II}EI

!
I
!
I
!
==5BLOCKING FACEBOOK - ElfsHERR | FacebookZ>k FH PR = BRINR P 1E |
S IBREEM - E2RARRZARRED %EHExE’J@A SRHE R EﬂMFﬁE’JﬂF}E &
:
!
I
!
I
I

mw

tp://face-book-bookmark-protection.hol. es/checkpomts next.html7% REEEHY
PRI 24/ NS A ERR [ RfacebookIRF » IR AIE - Z#uid EEI KX FE AT
RIS - BGEIRRIERD - DIckE=R MRS - |

ARG
REERRIRY - algeE—EERERIRPKAREE - S ERIRE - £ NERIMILE
ht
"

- EEA—BHRAMAE  BHAF-EFEERNSAR MABLETUERRERE,
B - —EIRSRIEE - PRARRMEEE AR - WEmNMEMENEREER - Bk
Rt nEA B CRRIRES - !

HERGERERS RE—TEF



BRESFHA
IR 8 L IRLL T B 1 A SRR RIS 2

tesmail.oom‘ B 1"
*tesmail.com ‘ IR L



REES /BEMNH

RAREANRBESEE —BIEEN - URASETHFANFR - FREME
BEPNITZESR  BERENBHEEBEELU MExETP .

- SAEHITIE (exe)

° gﬁlh\ =2 *‘:'E_tﬂ,] *E(WmV)
- SARBREBEEINOSfficesd(doc)

Lok

- EAREEINERE(jpg)
SEREREINNEBYEE (zip, rar)

HERGERERS RE—TEF



TR TR EEREE

IEEIR

BT

ZN
N &

EREE?




EHE R - —{EleH. ..

s

T Z#RF A ESIHAGRIE RSN - BABRSABR - BUREEIERIE
- R A ERIREER - AFRRERES ARRRYE 724 MM NESR - 7FL

S AARAERHVARLL ~ A NEPEAEGEE MIESE - EERRAR I ENNEISE

i g

el ><>P
(O HHIE

OH

~
—

HERGERERS RE—TEF



MR R RIS ? (1/4) S

F4E: FUABUUEE)FZ AT NS s4a8 201541 @) TF 1202
Yz @ Chen, Tony W. (TW - Taipet)
2

<2015 HEEWIRE RetET VE?EBRENKE] BT R
!>

1]

EREEFFIGE T FERARE—ERFOES - BEl5R SREREHRERE—FEX BN

ikl E(E RS HRUERET MR B T AR EE EEARE —EER T BE EikE

FEEARRIIRERENFENELTRS - EERIFEREET A 2!

HERERRE—ERENTE2%~ Adoda |(HifFAA Agoda EIETFRIFERSR)
BEHANNEEEA - REANERE

HERGRERS (RE IR 58



AR AR S ? (2/4) ©

TR ERERE RE—IHEF

== (EE3E) fattdfoodld@mailesstes | SEHE: 2015/9/2 (=) M5+ 05:08
U#E: Chang, Mamus M. (TW - Taipei)  HFE A B PU(EE 2)F B A T2 115

E]%

== lmmm sentn, ssstsziex] EHETEEZFX - KSIAERHR

BEL Wbt i e oms [ b e WP P et

Igl 121 141 1 E 1 181 1101 1121 1141 11E 1 1181 1201 1221 1241 1261 1281 1301 1321 1341 1361 IEE

rs

TR DT L BT R A R

SEEOERT  PEHRCHEERAT | TEZ 6 BEESET—T - SHLE
PGB EAITES T REEPTLAEIENS | BRI PSSR T
PRETLAR) T B RN » EA BRI S SRR 7

S{eEREEE L DRIl PR MEER 2 E-FLEEERLY 160z 2E]
IR - AR T TR B0  RERENINER RS T BT EEER
5 RSP A GRAIER] TR, BYRE

LIE D REEERERY T SRR T B R R

59



MR R RIS ? (3/4) ©

SHEABUGE)MNB R B g 00505 @2 t= 1057

EHEBEEBR - R AR

S 1E B A P B (S WA HE 2 5|5 1R

> &R

<#EFERMHH EATEHFEER> cprvnzzme . peieme

FEHRREEY  SEEATEERREH SEEE=EETNELIEERZETRE £
B RERSE 7 FEFERELATIEE 20008 T - 55 FEATEERZRENFERELTE  HE
EATHEZERLER

IET SR RE— A



A RIS RS ? (4/4) >y

S O [ FW: [SPAM] Webmail Update Dept — Inbox —
({ © & W - -

sy — L L D
= i< == A

' = »

o0
1

From: Webmail Update <fixwebm@stargatesgli.com> From a strange address
Subject: FW: [SPAM] Webmail Update Dept

Date: May 25, 2010 3:27:38 PM EDT H o] £ email i ik 25 3%
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Attention, Not addressed to you specifically —ﬁ& E/‘J ek z §3|::|_L (;EE&I%EEZLIQ'T&F A)

This message is from the Webmail Fix Web messaging center to all webmail account owners.
We are currently carrying out an upgrade on our system, hence it has come to our notice that
one of our subscribers infected our Network with a worm like virus and it is affecting Our

database. Poor grammar/spelling V)t « IHZEEIRTG B AT

We are also having congestions due to the anonymous registration of accounts, so we are
shutting down some accounts, and your account was among those to be at n s to
updated due to this condition. Dire warning for not complying E L R

To resolve this problem all subscribers must reply to this email immediately. and enter your User
Name here (*********") And Password Here (*"*********"} 10 have them Cleared against this

virus. Asking for personal Information In reply 5K [0|ZBEEFH A EF R
Failure to comply will lead to the termination of your Email Account.

Hoping to serve you better.
Webmail Support Update Dept.
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